+OK5
OCOBOE KOHCTPYKTOPCKOE EFOPO
N

'_’") CUCTEM ABTOMATU3INPOBAHHOIO TMPOEKTUPOBAHUS

NMporpaMMHO-annapaTtHbii koMnaekc «CermeHT-B.»
(Bepcusa 1.3)

PYyKOBOACTBO NoJib30oBaTens

11443195.4012.069 34

TnctoB 8

MockBa
2015



AHHOTALMUA

HacTtosawmnmn L[OKYMEHT 4BASeTCsa pPyKOBOACTBOM  MOsb30OBaTenss MoAyns
pasrpaHnyeHns goctyna K vCenter n ESXi — nporpaMMHo-annapaTHOro Komrekca
(MAK) «CermeHT-B.» Vv.1.3 (pnanee no Tekcty - «CermMeHT-B.» wanm KoMnnekc),
npeaHasHa4YeHHoOro Ang 3alWuTbl MHEPaCTPYKTypbl BUpTyasM3auuMm Ha OCHOBE
VMware vSphere Bepcunn 5.1, 5.5, 6.0.

B pokyMmeHTe npuBeaeHo onucaHue ocobeHHocTen paboTbl nosib3oBaTenemn
MHMPaCTPYKTYypbl  BUpTyanmsaumm C  WUCNOJb30BaAHMEM  CpeacTB  KOMMekca
«CermeHT-B.».

Mepen HayanoMm 3KcnayaTauMym KOMMNEKCa peKOMeHAYeTCs BHUMaTesSlbHO
O3HAaKOMUTLCSA C KOMMJIEKTOM 3KCr/lyaTauMOHHOM  AOKYMEeHTauum, a Takxke
HOPMATMBHbLIMW U METOAMYECKMMU [AOKYMEeHTaMu, perynmpyrwmmm obecrneyeHue
MHpopMaumMoHHOM 6e30nacHOCTM, BKAYas MNoanUTUKY 6e3onacHOCTU MHGOopMaumu
npeanpusaTns UAn opraHnusaummn, aKCnayaTupytowen Komniekc.

NMpumeHeHne moayna «CermeHT-B.» [AO/MKHO A0NOAHATBCA O6WKMMKM MepaMu
NpefoCTOPOXXHOCTU U Pusnyeckom 6e30nacHoOCTU.
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NMPUHATbLIE TEPMUHbI, OBO3HAYEHUA U COKPALLUEHUA

AamuHucTtparop bW (mam ABHU) - agmunHucTpatop 6e30nacHOCTU
nHdopMaLmm, NpUBUAErMPOBAHHbIA MNOJSIb30BaTe b - AO/HKHOCTHOE MU0, MMelollee
0Cob6bIN CcTaTyCc W abcontoTHble nonHoMmouusa (cynepeusopa). AaMuHucTpatop BU
OpraHm3yeT YCTaHOBKY KoMmmsiekca B [129BM, HacTpomKy 3aWMTHbIX MeXaHM3MOB
KOMMJieKca B COOTBETCTBMM C MpaBaMu [AOCTyna nofib3oBaTenen, OocCyLlecTBaseT
KOHTPOJIb 3@ NpaBu/ibHbIM MCNO/b30BaHMeM MOBM c ycTaHOBAEHHbIM KOMMIEKCOM U
nepuoamyeckoe TeCTMpoBaHue CpeacTB 3alMTbl KOMMNIeKca.

AamuHucTtpatop BU (nanm ABU) - agMUHUCTpPATOp  BUPTYasibHOM
WHPACTPYKTYpbl, MNPUBUIErMPOBaAHHbLIA MNOMb30BaTeENb - AO/DKHOCTHOE Jfnuo,
oTBevatlllee 3a HAaCTPOMKY U obcnyxmBaHue BMpTyanbHOM MHGPACTPYKTYpbI.

APM - aBTOMaTU3NpoBaHHOe paboyee MecCTo.

BupryanbHass MawmHa (M BM) - NOAHOCTBIO  M30JMPOBAHHbLIN
NpPOrpaMMHbIM  KOHTEWHEpP, KOTOopbin paboTaeT C COb6CTBEHHOW oOrnepaunoHHOMN
CUCTEMOMN U MPUITOXKEHNAMN NOJAOOHO HBU3NYECKOMY KOMMbIOTEPY.

CepBep BUpTyasnnsauynm (nnn XOCT) - obbekT BUPTYyanbHOMN
MHPPACTPYKTYpbl, NpPeaoCTaBnAWMn  AOCTYyNn K nnatgpopme BupTyanmsaumm
(rmnepsBu30py) NOCpPeACcTBOM KOMaHA yrnpaBneHus.

CepBep ynpaBseHuss BupTyaJibHOW wuHppacTpykrypon (vCenter) -
cepBep CO cneumanusmpoBaHHbIM MpPoOrpaMMHbIM obecrnevyeHneMm, OTBevawLlMin 3a
pacnpeneneHve Harpyskm B aBTOMATUYECKOM pexumme, nepemelleHune BupTyasibHbIX
MawWwnH (MUrpauuio) U HACTPOMKY BCEX KOMMOHEHTOB BMpTyanu3aumu nocpencTBoOM
MOCbINIKN KoMaHg ynpasneHus OCTa/IbHbIM 3/1eMeHTaM BUPTYasibHOM
MHDPACTPYKTYPpblI.

CereBoe yCTPOHCTBO (ceTb, rpynna rnoproB) — CeTb, pasaensieMas mMexay
XOCTaMn U/vnn BUpPTYyanbHbIMKU MawMHaMM; MOXET bbiTb dum3nyeckon (Noakar4veHa
K dom3nyeckom ceteson kapte) unm norndeckon (VLAN).

XpaHunnuwje - BupTyanbHoe npeacTaBneHne @GU3NYECcKoro XpaHwuauLla,
ABNSETCA MeCTOM XpaHeHusa dhannoB BUPTYyasbHbIX MalWH. XpaHunuuwe CKpbiBaeT
0CcobeHHOCTU cBOen hm3nyeckom peanmsaunmm n NpeaocTaBnaeT eanHyo moaenb Ans
XPaHEeHUS BUPTYyasibHbIX MALUWH.

Monb3oBaresnb - cybbekT AocTyna K obbekTam (pecypcam) BUpTyasibHOM
WHDPACTPYKTYpblI.

Ownbkn - VIH(bOpMaLI,MFI, BblBOAMMAs Ha AUCNNeEn, YKa3blBawolwaad Ha
HeENpaBMJ1IbHOCTb aencrteun, cbowm, aBapunm KOMrijiekca.

lpmeyaHnss - 3aMeyaHus B OMUCaHWM HEKOTOPbIX KOMaHA, coAepialuue
pekoMeHZauun aaMuMHUCTpaTopy BW no nopsaky MCnonb30BaHUA 3TUX KOMaHA.
MosiCHEHUS BblAENEHbl MENKUM LWPUGDTOM.

CoobweHnss - nHdopmaums, BbIBOAMMASA HaA AUCNNen, KoTopas coobuwaer o
AENCTBUAX, TpebyeMbix OT MOSb30BaTeNsl, O COCTOSSHUM MPOrpamMMbl U O KOPPEKTHO
3aBEpLUIEHHbIX AENCTBUSX.



1. O6wue cBegeHUus

1.1. HasHauyeHUe KOMMNJNekKca

MporpamMMHo-annapaTHbln  KoMmnnekc «CermMeHT-B.» npeaHasHaueH Aans
3aWMTbhl  MHGpPACTpyKTyp BUPTyanmMsaumu, MNOCTPOEHHbIX Ha 6ase nnatdopm
BUPTYanm3aunu:

— VMware vSphere 5.1;
— VMware vSphere 5.5;
- VMware vSphere 6.0.

KoMmnnekc npeacrtaBnsaetr coboM COBOKYMHOCTb TEXHUYECKUX WU MPOrpPaMMHbIX
CpeAcTB, NpeAHa3HaUYeHHbIX ANS BbIMOSIHEHUA OCHOBHbIX YHKUMIM 3awmTbl oT HCA
Ha OCHOBe:

— unaeHTMdukaumm wn ayteHTudukaumm cybbekToB AocTyna u 06bekToB
AOCTyna B BUPTyasibHOW MHMpACTpyKType, B TOM 4ucie agMUHUCTPaAToOpOB
ynpasseHusa cpeacTBaMm BUPTyansauuu.

— ynpaBneHus A[OoCTynoM cybbekToB pAocTyna K obbektaM pfoctyna B
BUPTYyasbHON MHMPACTPYKTYype.

— pernctpaumm cobblTun 6€30NacHOCTU B BUPTYyasibHON MHMPACTPYKTYpe.

— ynpasfeHus nepeMeweHneM BUPTyasbHbiIX MawuH (KOHTENHEpPOB) W
obpabaTbiBaeMbIiX Ha HUX AAHHbIX.

— pa3bueHunsa snpTyanbHOM MHAPACTPYKTYpPbl HA CErMeHTbl (CerMeHTUpPOoBaHUS
BUPTyanbHON WMHOPaACTPYKTYypbl) Ana obpaboTkn nHpopMaumm oTAeNbHbIM
none3oBartenemM un (MNn) rpynnomn nosib3oBaTtesien.

1.2. CocTaB [1AK «CermeHT-B.»

MAK «CermeHT-B.» npeacraBnsger cobom  KOMMJEKC MPOrpaMMHbIX W
annapaTtHbIX  CpeAacTs, npeaHasHayeHHbI AN pasrpaHvyeHus  ocTyna
nonb3oBatenen K obbekTaM MHEPpPACTpyKTypbl BUpTyanusaumm VMware vSphere.
Mpu 3TOM KoOMMieKC obecneuymBaeT 3aWnUTy OT yTeyek MHOpMaunm, npesoctaBnsd
BO3MOXHOCTb paboTbl NoA OAHOW YYEeTHOW 3anucbid C Pas/IMYHbIMKU CErMeHTamm
BUPTYyanbHON MHMpaCcTpyKTypbl (BN), 3anpewas nx cMelwnBaHue.

OcHOBY KOMMJeKca COCTaB/fieT NPOKCU-CEPBEpP, YCTaHaBIMBAEMbIM B pa3pbiB
mexay vCenter cepBepoM “ paboynMM MecTOM aAMUMHUCTpATopa BUPTYasibHOM
MHdpacTpykTypbl (ABU).

Mpokcn-cepeep npeacTaBfieH B CAeAyWwmMX UCNONMHEHUSX:

1)annapaTtHoe ncnonHeHune: GuU3nNYeCcKnin cepeep C npeaycraHoBieHHbIM M0O;
2)nporpaMMHoe ucnosiHeHune: ISO-o6pas, NnpeaHa3HAYEHHbIN:

— [AN4a yCTaHOBKU B BM;

— ANS yCTaHOBKW Ha CTOPOHHUI cepBep opraHm3aunm-3akasymka.



BHUMAHME! B cnyyae ncnosib3oBaHWS BapuvaHTa UCNOJSIHEHUSA, NpeaHa3HaYeHHOoro
AN YCTAHOBKW Ha CTOPOHHWIW cepBep opraHum3aumm-3akasudumka, cneayeTt yumTbiBaTh,
4YTO annapaTHas 4YacTb CTOPOHHero cepsepa Ao/mkHa 6biTb coBMecTuMa c 6a3oBoK
cbopkon CentOS 6.5 n nogaepxumsatb paboTty c «Akkopa-AM3».

«CermMeHT-B.» He TpebyeT ycTtaHoBku pgononHutenbHoro MO Ha APM
AAMUHUCTPATOPOB BUPTYalbHOM WHMPACTPYKTypbl UM No3BonseTr <«beCloBHO»
WHTEerpmpoBaTb CUCTEMY 3aWMTbl B MHDPACTPYKTYypy BupTyanmsaumm vSphere. lNpu
3TOM nopaepxusaetca pexum Linked mode pgna vCenter, a Takxke coxpaHsaeTca
BO3MOXHOCTb Ucnonb3oBaHna vCenter B kayectse BM (B Tom uncne VCSA - VMware
vCenter Server Appliance).

MAK «CermeHT-B.» COCTOUT M3 annapaTHbIX U MPOrpaMMHbIX CPeACTB.

1.2.1. AnnapaTtHble cpeacTBa

AnnapaTHble cpeactBa [1AK «CermeHT-B.» BKAOYalT B cebs cnepyrouwme
KOMMOHEHTbI:

— dusnyeckmn cepsep Aquarius T40 S24 (onuMOHaNbHO; BO3MOXHbI
BapuaHTbl UCNONb30BaHMNS COHBCTBEHHbIX CEPBEPOB);

— ycTaHoBneHHasa B cepBep (Aquarius T40 S24 unmn cobCTBEHHbLIN cepBep)
nnata «Akkopa-AM3» cemenctBa GX (nogpobHee CM. AOKYMEHTauUWUIO Ha
«Akkopa-AM3»);

— usb -> Ethernet apantep — noctaBnsaercsa (onuMoOHanbHO) B COCTaBe
pelweHnsa ans ucnonb3oBaHusa @yHKUMOHanNa oTkasoyctonuymsoctn (High
Availability).

1.2.2. MNMporpamMMHbIie cpeacTea

MporpammHble cpeactea [MAK «CermeHT-B.» BKAO4YalT B cebsa cneaytowme
KOMMOHEHTHI:

1) moaynm CMNO «CerMmeHT-B.»:

a)l10 ynpasneHns komriiekcom Segment-V. (exe), ycraHaBiMBaeMoe Ha
APM ApamuHuctpatopa bW (APM ABW), npeaHasHayeHHoOe ANs  HACTPOMKMU
pasrpaHnyeHns A4octyna K BUpPTyasbHOM MHPpaCcTpyKType. MoxeT ycTaHaBInBaTbCs
oTAeNbHO UNM Kak pacwwmpeHue «CIO Akkopa-B.». BknwoudaeT B ceba cnegyrowme
YTUNUTBI:.

— «Segment-V.» - yTunuTa ynpassieHusa KoMmnaekcom «CermeHT-B.»;

— «Installer-V.» — yTunuta HacTpounkm coeaumHeHuss ¢ vCenter, a Takxe
Toyek cbopa cobbITUM C npokcu-cepeepoB (B CNy4vyae COBMECTHOro
MCMONb30BaHNA C <«AKKopA-B.» wucnonb3lyetrca Takxe Ans YCTaHOBKMU
areHToB «Akkopa-B.» Ha ESXi);
— «LogViewer-V.» — yTunuta npocMoTpa 3aperncTtpmpoBaHHbIX COObITUN.
6) cepBuc pernctpaummn cobbiTuii, ycTaHaBnmesaembln Ha APM ABU wnnn B OC
oTAeNbHOro cepsepa (peKoMeHAYeMbIA BapwaHT), npeaHa3HadeHHbl Ans cbopa
cobbITn MHppacTpykTypbl VMware vSphere, a Takxe Cc areHToB «AKkopa-B.» Ha
ESXi (ansa ycraHoBKM cepBuca permcrtpauum coboitun B OC npegHasHayveHa
BCnomorartenbHas ytunuta LogServicelnstaller);
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2) Segment-V. Module (iso) - rpoKkcn-cepBep — crneuvanbHo
HaCTpPOeHHbIn 06pa3 onepauMoOHHOM CUCTEMbI, YyCTaHaB/IMBAEMbIA Ha U3NYECKUNn
cepsep win BHYTpb BM, npeaHasHauyeHHbIW AN nepexBaTa KOMaHA yrnpaBieHus
vCenter/ESXi wn opraHmsaumm pasrpaHudeHnss A0CTyrna Ha OCHOBe 3apaHee
3afaHHbIX npasun. Segment-V. Module Bkntovaetr B ceba CIMNO <«Akkopa-X»,
NnpPUMEHEHME KOTOPOro Ha MpoKcu-cepBepe obecneymBaeT BbINOSHEHME Npoueayp
naeHTMdUKauMnm u ayteHTUdUKauum nonb3oBaTenem root M accord, a Takxe
BbIMNO/IHEHNE [AMHAMUYECKOro KOHTPONASA LENOCTHOCTU WCMOJSIHAEMbIX (annos U3
coctaBa [MAK «CermeHT-B.».

lMpumeyaHune: B ciyyae nporpaMMHOro mcriosiHeHusi (BM), B cuiy HEBO3MOXHOCTU MCI0/1b30BaHUS
KOHTPO/171eEPOB «AKKopa-AM/3», pekoMmeHAayeTCS ncrnoib30Batk NMAK «Akkopa-B.».

1.3. TexHuU4YecKue ycrnoBusi MPMMEeHEHUSI KOMMJieKca

Ana  yctaHoBkM  komnnekca  «CermMeHT-B.»  TpebyeTcs  creayowmin
MWUHMMAJbHbIA COCTAB TEXHMYECKUX U NPOrpaMMHbIX CPEeACTB:

— Hanunyume MHMPaACTpyKTypbl BUpTyanunsaumm, NnoCTpoeHHoW Ha 6a3e ogHOM n3
noaaep>XXuBaembix nnatdopm BMpTyanmnsaumm, CNUCOK KOTOPbIX NpuBeaEH B
nogpasgene 1.1;

— peanusauma APM ABU B Buae dmanyeckom MmalwuHbl nog ynpasneHnem OC
Windows, B KOTOpOW yCTaHOBJIEHbI:

— nporpamMmMHas nnatdopma Microsoft .NET Framework 3.5;

— pacnpocTpaHseMble nakeTbl (Redistributable Package)
Microsoft Visual C++ 2008 (x86) u Microsoft Visual C++ 2010 (x86)%;

— Halun4yme pecypcoB Ha cepBepe ang cosgaHuma BM u yctaHoBkun B Hee OC
MpoKkcu-cepBepa WAM  Hannune x86-64 coBMecTUMOro cepsepa’ c
TpeboBaHNSMU, aHANOMMYHbIMU NpeabsBasieMbiM K BM.

MWHUManbHble CUCTEMHbIE TpeboBaHUA K BM:
— AByXbsaepHbI npoueccop, 2 6 O3Y, 16 I'6 ceoboaHOro Mecta Ha AUCKe;
— nABe ceTeBblx KapTbl (E1000) - B cny4Yae MCNoONb30BaHUS OAHOMO MPOKCU-

cepBepa;

— Tpu ceTeBblX KapTbl (E1000) - B cny4dYae MCNONb30BaHUS MexXaHW3MOB
pe3epBUpPOBaHUS;

- USB KoHTponnep — AN  NOAKIKYEHUS  YCTPOMCTBA  XpaHeHus C
ceptudmnkaTamm;

Ana  KoppekTHou  paboTbl cepBuca  perucrtpauum  cobbITU  MOXeT
notpeboBaTbcs, 4TO6bl APM, Ha KOTOPOM OH 3anylieH, 6bi1 BKAKOYEH B AOMeH (ecnu
APM cosnagaetr c vCenter, TO BO3MOXHO WCMOJSIb30BaHWE JIOKaSIbHOWN Y4YeTHOM
3anucun) (nogpobHee cM. «PyKOBOACTBO Mo yctaHoBke» (11443195.4012.069 98)).

1)ﬂaHHbm KOMMOHEHTbI BK/IIOYEHbl B KOMMeKT noctansemoro MO MAK «CermeHT-B.»

2) B 3aBMCMMOCTU OT BapuaHTa mncnonHeHmns MNMAK «CermMeHT-B.», MOXeT BXOAUTb B KOMMIEKT
MOCTaBKU



HeobxoanMo opraHm3oBaTb CXeEMY MOAKAKYEHUS, NPU KOTOPOW BCe 3arnpochbl K
vCenter n ESXi 6yayT npoxoanTb 4yepe3 npokcu-cepsep (4Tobbl He cyllecTBoBaso
nyten B obxoa moayns «CermeHT-B.»).

2. PaboTta nonb3oBaTens ¢ yctaHoBreHHbIM NAK «CermeHT-B.»

Pabota nonb3oBatens [1AK «CermMeHT-B.» npou3BOAUTCS HA KIIMEHTCKUX
pabounx MecTax M CBOAMUTCA K BbINOJHEHUIO (QYHKUMOHANbHbLIX 0693aHHOCTEN
nonb3osatensa VMware vSphere (4epe3 noakntoveHue kK vCenter npu nomoLum
vClient) B cOOTBETCTBMM C YCTAHOB/IEHHbIMW ANS HEro nNpasaMn AOCTyna K pecypcam
BU.

B cBoen paboTe nosb3oBaTeNlb MOXET CTOMKHYTbCA CO CleayrwmnMm
CUTyauUUsaMMn, CBA3AHHbIMKU C dyHKUMOHMpoBaHueM MAK «CermMeHT-B.»:

1) TMpn BbINONHEHUM KAKOro-nnMbo AEencTBUS MNOSIBIEHME Ha 3KpaHe
cnepywouwero coobueHms:

Task was blocked by Segment-V

o3HavaeT, 4yto ABW 3abnokmpoBan paHHoe AencTeme Ans nonb3oatens. Ecnu
nosb3oBaTeslb  YBEpeH, 4To Aencreme 3abnokumposaHo owunboyHO, cnepyet
obpatntbca Kk ABA.

2) [pun nonbiTke BKAKOYEHMS BM, BKAOYeHMEe KOTOpPOM  3anpeLeHo
nonb3osatento cpeacrsammn AK «CermeHT-B.», gencrteue 6nokumpyetcsa. Npu 3ToM
Ha 3KpaH He BbIBOASATCA HWUKakue WHPOpMauMOHHblE CoobWweHns, B TOM 4ucne
coobuleHne, ykasaHHoe B n.l. Takoe noseaeHWe CBA3aHO C peanusauuen paboTbl
vSphere.

B ocTtanbHOM pa60Ta npunKknagHbliX nMnporpaMmMm npoucxoamMt B Nopsagke,
YCTaHOBJ1IEHHOM AJ1id KOHKPETHOINro npukmnagHoro nporpaMMHOro obecneyeHuns,
OMUCAaHHOM B COOTBETCTBYHOLWMX pyKoBOACTBaxX. HUKaKuUx cneu,mcbmqecxmx OKOH Un
coobweHnn «CermeHT-B.» npm 3TOM HE BbIBOAUT.

3. TexHnyeckas nogaepxka n tHdopmauums 0 KOMMJIeKce

Bce Bonpocbl, cBsidaHHble C noaaepxkon [MAK «CermeHT-B.», Bbl MoXxeTe
oTnpasnaTe no aapecy help@okbsapr.ru, nubo obpawaTteca no TenedoHaM
+7 (499) 235-78-17, +7 (926) 235-89-17, +7 (926) 762-17-72.

Mbl 6yaeM pagbl y3HaTb Bawwm noxenaHuvs v nNpeanoXxXeHus no noBoay 3TOM
AOKyMeHTauumn. Bbl MOXeTe oTnpaBuTb Mx no aapecy help@okbsapr.ru.
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